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Introduction

¥ Image classification: most common task in Artificial 
Intelligence 

¥ Lead by state-of-the art Deep Neural Networks 
(DNNs) 
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Introduction

¥ Image classification: most common task in Artificial 
Intelligence 

¥ Lead by state-of-the art Deep Neural Networks 
(DNNs) 
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Sensitive to adversarial attacks !
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What is an Adversarial 
Attack ?

¥ An Attack produces an Adversarial Sample 

¥ Adversarial Sample = Original Image + Perturbation 

¥ Perturbation: 

- Mostly imperceptible for a human 

- but enough to fool a classifier
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What is an Adversarial 
Attack ?

¥ An Attack produces an Adversarial Sample

Original image 

3

ÒbaseballÓ

+ =

Adversarial Sample 

Ògolf ballÓ

Perturbation 

(crafted by the attack)
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Attack Scenarios

¥ Several scenarios of attacks: 

- Targeted: Incorrect classification with specific label 

- Untargeted: Incorrect classification only

4
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Attack Scenarios

¥ Several scenarios of attacks: 

- Targeted: Incorrect classification with specific label 

- Untargeted: Incorrect classification only 

- Black-box: Attack only observes output of classifier 

- White-box: Attack knows classifier and its parameters

4
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White-box Attacks

¥ White-box setup: 

5MMForWILD 2021



White-box Attacks

¥ White-box setup: 

- Most popular attacks FGSM, IFGSM, PGD, 
DDN, C&W É 
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White-box Attacks

¥ White-box setup: 

- Most popular attacks FGSM, IFGSM, PGD, 
DDN, C&W É 

- Maximize success rate while minimizing 
Distortion 

- Core mechanism: gradient back propagation
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What Attacks usually do

Preprocessing

prediction

DNN ÒbaseballÓDNN

6

3D - Matrix

x 2 {0, . . . , 255}n

<latexit sha1_base64="cBI+EVqgrY2X1D0fJcHLSRViUqw="></latexit>

x ! [0, 1]n

<latexit sha1_base64="S2/PWIcdT2Ijpg8t6luaGZmjyrw="></latexit>

n = 3 ! L ! C

<latexit sha1_base64="NtdxMJax4F4cBhyDlH7qHex3ESg=">AAACAHicbZC7SgNBFIZn4y3G26qFhc1gEKzCrka0EYJpLCwimAskS5idzCZDZmeXmbNCWNL4KjYWitj6GHa+jZNkBU38YeDjP+dw5vx+LLgGx/myckvLK6tr+fXCxubW9o69u9fQUaIoq9NIRKrlE80El6wOHARrxYqR0Bes6Q+rk3rzgSnNI3kPo5h5IelLHnBKwFhd+0DiK3yGO8BDpvHtD1S7dtEpOVPhRXAzKKJMta792elFNAmZBCqI1m3XicFLiQJOBRsXOolmMaFD0mdtg5KYNV46PWCMj43Tw0GkzJOAp+7viZSEWo9C33SGBAZ6vjYx/6u1EwguvZTLOAEm6WxRkAgMEZ6kgXtcMQpiZIBQxc1fMR0QRSiYzAomBHf+5EVonJbccun8rlysXGdx5NEhOkInyEUXqIJuUA3VEUVj9IRe0Kv1aD1bb9b7rDVnZTP76I+sj2/+hpTC</latexit>

With!
Dimension of the image

argmax of  
prediction
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What Attacks usually do

Preprocessing

prediction

DNN ÒbaseballÓDNN

Perturbation 

6

3D - Matrix

Ògolf ballÓ

x 2 {0, . . . , 255}n

<latexit sha1_base64="cBI+EVqgrY2X1D0fJcHLSRViUqw="></latexit>

x ! [0, 1]n

<latexit sha1_base64="S2/PWIcdT2Ijpg8t6luaGZmjyrw="></latexit>

n = 3 ! L ! C

<latexit sha1_base64="NtdxMJax4F4cBhyDlH7qHex3ESg=">AAACAHicbZC7SgNBFIZn4y3G26qFhc1gEKzCrka0EYJpLCwimAskS5idzCZDZmeXmbNCWNL4KjYWitj6GHa+jZNkBU38YeDjP+dw5vx+LLgGx/myckvLK6tr+fXCxubW9o69u9fQUaIoq9NIRKrlE80El6wOHARrxYqR0Bes6Q+rk3rzgSnNI3kPo5h5IelLHnBKwFhd+0DiK3yGO8BDpvHtD1S7dtEpOVPhRXAzKKJMta792elFNAmZBCqI1m3XicFLiQJOBRsXOolmMaFD0mdtg5KYNV46PWCMj43Tw0GkzJOAp+7viZSEWo9C33SGBAZ6vjYx/6u1EwguvZTLOAEm6WxRkAgMEZ6kgXtcMQpiZIBQxc1fMR0QRSiYzAomBHf+5EVonJbccun8rlysXGdx5NEhOkInyEUXqIJuUA3VEUVj9IRe0Kv1aD1bb9b7rDVnZTP76I+sj2/+hpTC</latexit>

With!
Dimension of the image

argmax of  
prediction

second 
argmax of  
prediction

gradient 
back-propagation

DNN
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What Attacks usually do

Preprocessing

prediction

DNN ÒbaseballÓDNN

Perturbation 

6

3D - Matrix

Ògolf ballÓ

+

=

x 2 {0, . . . , 255}n

<latexit sha1_base64="cBI+EVqgrY2X1D0fJcHLSRViUqw="></latexit>

x ! [0, 1]n

<latexit sha1_base64="S2/PWIcdT2Ijpg8t6luaGZmjyrw="></latexit>

y ! [0, 1]n

<latexit sha1_base64="MS4zQW6vT9PufwrFl6RbO/wd+MU=">AAAB+HicbVBNS8NAEJ34WetHox69LBbBg5REKnosevFYwX5AGstmu2mXbjZhdyPE0F/ixYMiXv0p3vw3btsctPXBwOO9GWbmBQlnSjvOt7Wyura+sVnaKm/v7O5V7P2DtopTSWiLxDyW3QArypmgLc00p91EUhwFnHaC8c3U7zxSqVgs7nWWUD/CQ8FCRrA2Ut+uZKjHBPKcM9d/yMWkb1edmjMDWiZuQapQoNm3v3qDmKQRFZpwrJTnOon2cyw1I5xOyr1U0QSTMR5Sz1CBI6r8fHb4BJ0YZYDCWJoSGs3U3xM5jpTKosB0RliP1KI3Ff/zvFSHV37ORJJqKsh8UZhypGM0TQENmKRE88wQTCQztyIywhITbbIqmxDcxZeXSfu85tZrF3f1auO6iKMER3AMp+DCJTTgFprQAgIpPMMrvFlP1ov1bn3MW1esYuYQ/sD6/AFUUpI+</latexit>

n = 3 ! L ! C

<latexit sha1_base64="NtdxMJax4F4cBhyDlH7qHex3ESg=">AAACAHicbZC7SgNBFIZn4y3G26qFhc1gEKzCrka0EYJpLCwimAskS5idzCZDZmeXmbNCWNL4KjYWitj6GHa+jZNkBU38YeDjP+dw5vx+LLgGx/myckvLK6tr+fXCxubW9o69u9fQUaIoq9NIRKrlE80El6wOHARrxYqR0Bes6Q+rk3rzgSnNI3kPo5h5IelLHnBKwFhd+0DiK3yGO8BDpvHtD1S7dtEpOVPhRXAzKKJMta792elFNAmZBCqI1m3XicFLiQJOBRsXOolmMaFD0mdtg5KYNV46PWCMj43Tw0GkzJOAp+7viZSEWo9C33SGBAZ6vjYx/6u1EwguvZTLOAEm6WxRkAgMEZ6kgXtcMQpiZIBQxc1fMR0QRSiYzAomBHf+5EVonJbccun8rlysXGdx5NEhOkInyEUXqIJuUA3VEUVj9IRe0Kv1aD1bb9b7rDVnZTP76I+sj2/+hpTC</latexit>

With!
Dimension of the image

argmax of  
prediction

second 
argmax of  
prediction

: Adversarial Sample

gradient 
back-propagation

DNN

MMForWILD 2021



What Attacks usually do

Preprocessing

prediction

DNN ÒbaseballÓDNN

Perturbation 

6

3D - Matrix

Ògolf ballÓ

+

=

x 2 {0, . . . , 255}n

<latexit sha1_base64="cBI+EVqgrY2X1D0fJcHLSRViUqw="></latexit>

x ! [0, 1]n

<latexit sha1_base64="S2/PWIcdT2Ijpg8t6luaGZmjyrw="></latexit>

y ! [0, 1]n

<latexit sha1_base64="MS4zQW6vT9PufwrFl6RbO/wd+MU=">AAAB+HicbVBNS8NAEJ34WetHox69LBbBg5REKnosevFYwX5AGstmu2mXbjZhdyPE0F/ixYMiXv0p3vw3btsctPXBwOO9GWbmBQlnSjvOt7Wyura+sVnaKm/v7O5V7P2DtopTSWiLxDyW3QArypmgLc00p91EUhwFnHaC8c3U7zxSqVgs7nWWUD/CQ8FCRrA2Ut+uZKjHBPKcM9d/yMWkb1edmjMDWiZuQapQoNm3v3qDmKQRFZpwrJTnOon2cyw1I5xOyr1U0QSTMR5Sz1CBI6r8fHb4BJ0YZYDCWJoSGs3U3xM5jpTKosB0RliP1KI3Ff/zvFSHV37ORJJqKsh8UZhypGM0TQENmKRE88wQTCQztyIywhITbbIqmxDcxZeXSfu85tZrF3f1auO6iKMER3AMp+DCJTTgFprQAgIpPMMrvFlP1ov1bn3MW1esYuYQ/sD6/AFUUpI+</latexit>

min
y! [0,1]n :c(y) "= c0

||y ! x||

<latexit sha1_base64="TgchTtTC6kRUDEiHVWQC64JqBNk="></latexit>

n = 3 ! L ! C

<latexit sha1_base64="NtdxMJax4F4cBhyDlH7qHex3ESg=">AAACAHicbZC7SgNBFIZn4y3G26qFhc1gEKzCrka0EYJpLCwimAskS5idzCZDZmeXmbNCWNL4KjYWitj6GHa+jZNkBU38YeDjP+dw5vx+LLgGx/myckvLK6tr+fXCxubW9o69u9fQUaIoq9NIRKrlE80El6wOHARrxYqR0Bes6Q+rk3rzgSnNI3kPo5h5IelLHnBKwFhd+0DiK3yGO8BDpvHtD1S7dtEpOVPhRXAzKKJMta792elFNAmZBCqI1m3XicFLiQJOBRsXOolmMaFD0mdtg5KYNV46PWCMj43Tw0GkzJOAp+7viZSEWo9C33SGBAZ6vjYx/6u1EwguvZTLOAEm6WxRkAgMEZ6kgXtcMQpiZIBQxc1fMR0QRSiYzAomBHf+5EVonJbccun8rlysXGdx5NEhOkInyEUXqIJuUA3VEUVj9IRe0Kv1aD1bb9b7rDVnZTP76I+sj2/+hpTC</latexit>

Ultimate goal: Solve

With!
Dimension of the image

argmax of  
prediction

second 
argmax of  
prediction

: Adversarial Sample

gradient 
back-propagation

DNN
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A missing Constraint ?

¥ A digital image is in the discrete RGB domain 

¥ But attack is performed in the preprocessed domain!
!
  The sample is in the continuous domain
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A missing Constraint ?

¥ A digital image is in the discrete RGB domain 

¥ But attack is performed in the preprocessed domain!
!
  The sample is in the continuous domain 

¥ This issue is adressed in previous work ÒWhat if 
Adversarial Samples were Digital 
Images?Ó (IH&MMSec 2020)
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What if Adversarial Samples 
were Digital Images?

¥ Rounding is ineffective (erases most of the attack) 

Introduces a post-processing after any attack to 
effectively quantize the perturbation:
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What if Adversarial Samples 
were Digital Images?

¥ Rounding is ineffective (erases most of the attack) 

Introduces a post-processing after any attack to 
effectively quantize the perturbation: 

¥ fast (post-processing << attack) 

¥ effective (sample remains adversarial) 

¥ optimized (minimizes L2 distortion)
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Overview of the Problem
¥ Notations:        

¥     : original image 

¥                      : unquantized adversarial sample  

¥     : unquantized perturbation 

¥                          : quantized adversarial sample 

¥     : the quantization noise vector s.t.           is  an integer 
vector!
  

9

x0

xa = x0 + u

u

xq = x0 + u + q

q u + q
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Overview of the Problem

¥ Objective: find 

¥ for any pixel   , we consider 2 cases: 

¥                                   s.t. 

¥                                   s.t. 

10

j

<latexit sha1_base64="SGUc4Q/isKKaqT5SFeWmLZh+GTo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1K+rldK1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANOZjPY=</latexit>

q+(j) = du(j)e � u(j)

<latexit sha1_base64="P1DxGrlNXWuYGtQ1cEKM9OHJSGo=">AAACC3icbVDLSsNAFJ3UV62vqEs3Q4tQEUsiFd0IRTcuK9gHNLFMptN27GQSZyZCCd278VfcuFDErT/gzr9xkmahrQcGzj3nXu7c44WMSmVZ30ZuYXFpeSW/Wlhb39jcMrd3mjKIBCYNHLBAtD0kCaOcNBRVjLRDQZDvMdLyRpeJ33ogQtKA36hxSFwfDTjtU4yUlrpm8f72sHx3AM+hwzChDEZJ5YiUH6VV1yxZFSsFnCd2RkogQ71rfjm9AEc+4QozJGXHtkLlxkgoihmZFJxIkhDhERqQjqYc+US6cXrLBO5rpQf7gdCPK5iqvydi5Es59j3d6SM1lLNeIv7ndSLVP3NjysNIEY6ni/oRgyqASTCwRwXBio01QVhQ/VeIh0ggrHR8BR2CPXvyPGkeV+xq5eS6WqpdZHHkwR4ogjKwwSmogStQBw2AwSN4Bq/gzXgyXox342PamjOymV3wB8bnD1jbmBY=</latexit>

q! (j ) = ! u(j )" # u(j )

<latexit sha1_base64="HzxEfj0privxHrZcJF07dLN/MSg=">AAACDnicbVC7TsMwFHXKq5RXgJHFoqpUhlYJKoIFqYKFsUj0ITWhclynNXXiYDtIVdQvYOFXWBhAiJWZjb/BaTpAy5nOPede3XuPFzEqlWV9G7ml5ZXVtfx6YWNza3vH3N1rSR4LTJqYMy46HpKE0ZA0FVWMdCJBUOAx0vZGl6nffiBCUh7eqHFE3AANQupTjJSWembp/rZSvjuC59BhPuNcwDgtHZEVlazsmUWrak0BF4k9I0UwQ6Nnfjl9juOAhAozJGXXtiLlJkgoihmZFJxYkgjhERqQrqYhCoh0k+k7E1jSSh/6er3PQwWn6u+JBAVSjgNPdwZIDeW8l4r/ed1Y+WduQsMoViTE2SI/ZlBxmGYD+1QQrNhYE4QF1bdCPEQCYaUTLOgQ7PmXF0nruGrXqifXtWL9YhZHHhyAQ1AGNjgFdXAFGqAJMHgEz+AVvBlPxovxbnxkrTljNrMP/sD4/AG2S5lg</latexit>

q�(j) ! 0

<latexit sha1_base64="EAxDl2oDELaA+ym8IvUi0wCS8EM=">AAAB9HicbVDLTgJBEOz1ifhCPXqZSEzwINk1GD0SvXjERB4JrGR26IWR2QczsySE8B1ePGiMVz/Gm3/jAHtQsJJOKlXd6e7yYsGVtu1va2V1bX1jM7OV3d7Z3dvPHRzWVJRIhlUWiUg2PKpQ8BCrmmuBjVgiDTyBda9/O/XrQ5SKR+GDHsXoBrQbcp8zqo3kDh7PC09npCVwQOx2Lm8X7RnIMnFSkocUlXbuq9WJWBJgqJmgSjUdO9bumErNmcBJtpUojCnr0y42DQ1pgModz46ekFOjdIgfSVOhJjP198SYBkqNAs90BlT31KI3Ff/zmon2r90xD+NEY8jmi/xEEB2RaQKkwyUyLUaGUCa5uZWwHpWUaZNT1oTgLL68TGoXRadUvLwv5cs3aRwZOIYTKIADV1CGO6hAFRgM4Ble4c0aWi/Wu/Uxb12x0pkj+APr8we8fpDJ</latexit>

q+(j) � 0

<latexit sha1_base64="ndbQbvLtPqBZWz7QoQmBNXqQVLs=">AAAB9HicbVDLSgNBEOz1GeMr6tHLYBAiQtiViB6DXjxGMA9I1jA76U3GzD4yMxsIId/hxYMiXv0Yb/6Nk2QPmljQUFR1093lxYIrbdvf1srq2vrGZmYru72zu7efOzisqSiRDKssEpFseFSh4CFWNdcCG7FEGngC617/durXhygVj8IHPYrRDWg35D5nVBvJHTyeF57OSKuLA2K3c3m7aM9AlomTkjykqLRzX61OxJIAQ80EVarp2LF2x1RqzgROsq1EYUxZn3axaWhIA1TueHb0hJwapUP8SJoKNZmpvyfGNFBqFHimM6C6pxa9qfif10y0f+2OeRgnGkM2X+QnguiITBMgHS6RaTEyhDLJza2E9aikTJucsiYEZ/HlZVK7KDql4uV9KV++SePIwDGcQAEcuIIy3EEFqsBgAM/wCm/W0Hqx3q2PeeuKlc4cwR9Ynz+xupDC</latexit>

u(j)

<latexit sha1_base64="g+CNfC7olAYL64qXipRtLxc7jMM=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquVPRY9OKxgv2AdinZNNvGJtklyQpl6V/w4kERr/4hb/4bs+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCyW3md56o0iySD2YaU1/gkWQhI9hkUlJ9PB+UK27NnQOtEi8nFcjRHJS/+sOIJIJKQzjWuue5sfFTrAwjnM5K/UTTGJMJHtGepRILqv10fusMnVlliMJI2ZIGzdXfEykWWk9FYDsFNmO97GXif14vMeG1nzIZJ4ZKslgUJhyZCGWPoyFTlBg+tQQTxeytiIyxwsTYeEo2BG/55VXSvqh59drlfb3SuMnjKMIJnEIVPLiCBtxBE1pAYAzP8ApvjnBenHfnY9FacPKZY/gD5/MHcJqN2g==</latexit>

bu(j)c

<latexit sha1_base64="LgPeR9+nDrmaBfJBXjzZKlbhqrI=">AAAB/XicdVDLTgIxFO34RHzhY+emkZjgZjKDI+CO6MYlJvJIgJBO6UCl007ajglOiL/ixoXGuPU/3Pk3dgATNXpWp+fcm3t6/IhRpR3nw1pYXFpeWc2sZdc3Nre2czu7DSViiUkdCyZky0eKMMpJXVPNSCuSBIU+I01/dJH6zVsiFRX8Wo8j0g3RgNOAYqSN1Mvtd1jAhJAwLtwcw46cPnq5vGOfVUpFrwQd23HKbtFNSbHsnXjQNUqKPJij1su9d/oCxyHhGjOkVNt1It1NkNQUMzLJdmJFIoRHaEDahnIUEtVNpukn8MgofRiYDIHgGk7V7xsJCpUah76ZDJEeqt9eKv7ltWMdVLoJ5VGsCcezQ0HMoBYwrQL2qSRYs7EhCEtqskI8RBJhbQrLmhK+fgr/J42i7Xr26ZWXr57P68iAA3AICsAFZVAFl6AG6gCDO/AAnsCzdW89Wi/W62x0wZrv7IEfsN4+ARtulQc=</latexit>

du(j)e

<latexit sha1_base64="HkVeJzPNOuABV9Ber+M5SyyhU6E=">AAAB+3icdZDLSgMxFIYz9VbrbaxLN8Ei1E1JSrXtrujGZQVrC52hZNJMG5u5kGTEMvRV3LhQxK0v4s63MdNWUNEDgY//P4dz8nux4Eoj9GHlVlbX1jfym4Wt7Z3dPXu/eKOiRFLWoZGIZM8jigkeso7mWrBeLBkJPMG63uQi87t3TCoehdd6GjM3IKOQ+5wSbaSBXXQEZVzApHx7Ah2Z8cAuoQpCCGMMM8D1M2Sg2WxUcQPizDJVAstqD+x3ZxjRJGChpoIo1cco1m5KpOZUsFnBSRSLCZ2QEesbDEnAlJvOb5/BY6MMoR9J80IN5+r3iZQESk0Dz3QGRI/Vby8T//L6ifYbbsrDONEspItFfiKgjmAWBBxyyagWUwOESm5uhXRMJKHaxFUwIXz9FP4PN9UKrlVOr2ql1vkyjjw4BEegDDCogxa4BG3QARTcgwfwBJ6tmfVovVivi9actZw5AD/KevsEGv2T3Q==</latexit>

q�(j)

<latexit sha1_base64="4EAqAz/07J/mMhc7ce9xvO3zYMc=">AAAB7XicdVDLTsJAFJ3iC/GFunQzkZjgwqatFXBHdOMSE3kkUMl0GGBgOq0zUxPS8A9uXGiMW//HnX/jFDBRoye5yck59+bee/yIUaks68PILC2vrK5l13Mbm1vbO/ndvYYMY4FJHYcsFC0fScIoJ3VFFSOtSBAU+Iw0/fFl6jfviZA05DdqEhEvQANO+xQjpaXG3e1JcXTczRcs87xSctwStEzLKtuOnRKn7J660NZKigJYoNbNv3d6IY4DwhVmSMq2bUXKS5BQFDMyzXViSSKEx2hA2ppyFBDpJbNrp/BIKz3YD4UuruBM/T6RoEDKSeDrzgCpofztpeJfXjtW/YqXUB7FinA8X9SPGVQhTF+HPSoIVmyiCcKC6lshHiKBsNIB5XQIX5/C/0nDMW3XPLt2C9WLRRxZcAAOQRHYoAyq4ArUQB1gMAIP4Ak8G6HxaLwYr/PWjLGY2Qc/YLx9Aun/jrc=</latexit>

q+ (j )

<latexit sha1_base64="J9aMuuWwI0xrJbbedhA1BvMysHc=">AAAB7XicdVDLSgMxFM34rPVVdekmWISKUCal2nZXdOOygn1AO5ZMmmnTZpIxyQil9B/cuFDErf/jzr8x01ZQ0QMXDufcy733+BFn2rjuh7O0vLK6tp7aSG9ube/sZvb2G1rGitA6kVyqlo815UzQumGG01akKA59Tpv+6DLxm/dUaSbFjRlH1AtxX7CAEWys1Li7Pc0NT7qZrJt3XRchBBOCSueuJZVKuYDKECWWRRYsUOtm3js9SeKQCkM41rqN3Mh4E6wMI5xO051Y0wiTEe7TtqUCh1R7k9m1U3hslR4MpLIlDJyp3ycmONR6HPq2M8RmoH97ifiX145NUPYmTESxoYLMFwUxh0bC5HXYY4oSw8eWYKKYvRWSAVaYGBtQ2obw9Sn8nzQKeVTMn10Xs9WLRRwpcAiOQA4gUAJVcAVqoA4IGIIH8ASeHek8Oi/O67x1yVnMHIAfcN4+AdPYjqk=</latexit>

perturbation 
 value

x0(j )

<latexit sha1_base64="T6Lt1PTO31Dpqtw/PzunX7mPZM0=">AAAB73icbVBNSwMxEJ2tX7V+VT16CRahXsquVPRY9OKxgv2AdinZNNvGZpM1yYpl6Z/w4kERr/4db/4b03YP2vpg4PHeDDPzgpgzbVz328mtrK6tb+Q3C1vbO7t7xf2DppaJIrRBJJeqHWBNORO0YZjhtB0riqOA01Ywup76rUeqNJPizoxj6kd4IFjICDZWaj/1UndSvj/tFUtuxZ0BLRMvIyXIUO8Vv7p9SZKICkM41rrjubHxU6wMI5xOCt1E0xiTER7QjqUCR1T76ezeCTqxSh+FUtkSBs3U3xMpjrQeR4HtjLAZ6kVvKv7ndRITXvopE3FiqCDzRWHCkZFo+jzqM0WJ4WNLMFHM3orIECtMjI2oYEPwFl9eJs2ziletnN9WS7WrLI48HMExlMGDC6jBDdShAQQ4PMMrvDkPzovz7nzMW3NONnMIf+B8/gBiZI+M</latexit>
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Classifier Loss

¥ Loss used to handle classification: 

¥       = probability output for class      which is the 
class of the original image 

¥       = probability output for class      which is the 
class of the adversarial sample
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Classifier Loss

¥ Loss used to handle classification: 

¥       = probability output for class      which is the 
class of the original image 

¥       = probability output for class      which is the 
class of the adversarial sample

12

L Q (q) < 0 !

<latexit sha1_base64="NaBTTQkEd496zUJcHJD6lvTxKLQ=">AAACBHicbVC7TsNAEDyHVwgvA2WaExFSaCIbBUFBEUFDkSKRyENKLOt8OSennB/crUGRlYKGX6GhACFaPoKOv8FOXEDCSCuNZna1u+OEgiswjG8tt7K6tr6R3yxsbe/s7un7B20VRJKyFg1EILsOUUxwn7WAg2DdUDLiOYJ1nPF16nfumVQ88G9hEjLLI0Ofu5wSSCRbL9btZvnuBF9iA/frzAXJhyMgUgYPBVsvGRVjBrxMzIyUUIaGrX/1BwGNPOYDFUSpnmmEYMVEAqeCTQv9SLGQ0DEZsl5CfeIxZcWzJ6b4OFEG2A1kUj7gmfp7IiaeUhPPSTo9AiO16KXif14vAvfCirkfRsB8Ol/kRgJDgNNE8IBLRkFMEkKo5MmtmI6IJBSS3NIQzMWXl0n7tGJWK2fNaql2lcWRR0V0hMrIROeohm5QA7UQRY/oGb2iN+1Je9HetY95a07LZg7RH2ifPx9GloU=</latexit>

adversariality

MMForWILD 2021



A Lagrangian Formulation

¥ Goal: find a tradeoff between distortion and 
adversariality 

¥ We look for      s.t.:  

                              = distortion after quantization 

                                   = classification loss 

   = Lagrangian multiplier 

13

q⇤

<latexit sha1_base64="skDXtvsNml7945m2xtfPPbVfZ64=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBDEQ9iViB6DXjxGNA9I1jA76U2GzM6uM7NCWPIJXjwo4tUv8ubfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8Hgeuw3nlBpHst7M0zQj2hP8pAzaqx09/hw2ikU3ZI7AVkk3owUYYZqp/DV7sYsjVAaJqjWLc9NjJ9RZTgTOMq3U40JZQPaw5alkkao/Wxy6ogcW6VLwljZkoZM1N8TGY20HkaB7Yyo6et5byz+57VSE176GZdJalCy6aIwFcTEZPw36XKFzIihJZQpbm8lrE8VZcamk7chePMvL5L6Wckrl85vy8XK1SyOHBzCEZyABxdQgRuoQg0Y9OAZXuHNEc6L8+58TFuXnNnMAfyB8/kD926NmQ==</latexit>

q! = argmin
q

(D(q) + ! ⇥ LQ(q))

<latexit sha1_base64="k0wDCdXLqsJj4bD35GiKRG9Y9vw="></latexit>
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A Lagrangian Formulation

¥ Goal: find a tradeoff between distortion and 
adversariality 

¥ We look for      s.t.:  

¥                               = distortion after quantization 

¥                                   = classification loss 

¥    = Lagrangian multiplier 

13

q⇤

<latexit sha1_base64="skDXtvsNml7945m2xtfPPbVfZ64=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBDEQ9iViB6DXjxGNA9I1jA76U2GzM6uM7NCWPIJXjwo4tUv8ubfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8Hgeuw3nlBpHst7M0zQj2hP8pAzaqx09/hw2ikU3ZI7AVkk3owUYYZqp/DV7sYsjVAaJqjWLc9NjJ9RZTgTOMq3U40JZQPaw5alkkao/Wxy6ogcW6VLwljZkoZM1N8TGY20HkaB7Yyo6et5byz+57VSE176GZdJalCy6aIwFcTEZPw36XKFzIihJZQpbm8lrE8VZcamk7chePMvL5L6Wckrl85vy8XK1SyOHBzCEZyABxdQgRuoQg0Y9OAZXuHNEc6L8+58TFuXnNnMAfyB8/kD926NmQ==</latexit>

!

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

q! = argmin
q

(D(q) + ! ⇥ LQ(q))

<latexit sha1_base64="k0wDCdXLqsJj4bD35GiKRG9Y9vw="></latexit>

D(q) = ! xo " xq! 2
<latexit sha1_base64="4XX3ar562F8dq4FY6Phn3SPcnOE="></latexit><latexit sha1_base64="4XX3ar562F8dq4FY6Phn3SPcnOE="></latexit><latexit sha1_base64="4XX3ar562F8dq4FY6Phn3SPcnOE="></latexit><latexit sha1_base64="4XX3ar562F8dq4FY6Phn3SPcnOE="></latexit>

Optimization 
 criterion

Success 
 criterion
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Behavior along !  

¥ As    increases:  

¥ Distortion     increases 

¥ Loss       decreases

14

�

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

LQ

<latexit sha1_base64="JFSaF5PeLI4fEM6wj43YcvakkJs=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0TJoY2GRgJcEkhD2NnPJkr29Y3dPCEd+g42FIrb+IDv/jZvkCk18MPB4b4aZeUEiuDau++0U1tY3NreK26Wd3b39g/LhUVPHqWLos1jEqh1QjYJL9A03AtuJQhoFAlvB+G7mt55QaR7LRzNJsBfRoeQhZ9RYyX/oZ41pv1xxq+4cZJV4OalAjnq//NUdxCyNUBomqNYdz01ML6PKcCZwWuqmGhPKxnSIHUsljVD3svmxU3JmlQEJY2VLGjJXf09kNNJ6EgW2M6JmpJe9mfif10lNeNPLuExSg5ItFoWpICYms8/JgCtkRkwsoUxxeythI6ooMzafkg3BW355lTQvqt5l9apxWand5nEU4QRO4Rw8uIYa3EMdfGDA4Rle4c2Rzovz7nwsWgtOPnMMf+B8/gDAHo6o</latexit>

D

<latexit sha1_base64="hCmBNHNvFxQxjZO7jIeHUAi9pJo=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BPXhMwDwgWcLspDcZMzu7zMwKIeQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mHGCfkQHkoecUWOl+l2vWHLL7hxklXgZKUGGWq/41e3HLI1QGiao1h3PTYw/ocpwJnBa6KYaE8pGdIAdSyWNUPuT+aFTcmaVPgljZUsaMld/T0xopPU4CmxnRM1QL3sz8T+vk5rw2p9wmaQGJVssClNBTExmX5M+V8iMGFtCmeL2VsKGVFFmbDYFG4K3/PIqaV6UvUr5sl4pVW+yOPJwAqdwDh5cQRXuoQYNYIDwDK/w5jw6L86787FozTnZzDH8gfP5A5oBjNA=</latexit>

�

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

0

D

<latexit sha1_base64="ds7ETlYeTEL5BfrlP8Apdww5mso=">AAAB6HicdVDLSgMxFM3UV62vqks3wSK4GjJtp7W7oi5ctmAf0A4lk2ba2ExmSDJCGfoFblwo4tZPcuffmD4EFT1w4XDOvdx7jx9zpjRCH1ZmbX1jcyu7ndvZ3ds/yB8etVWUSEJbJOKR7PpYUc4EbWmmOe3GkuLQ57TjT67mfueeSsUicaunMfVCPBIsYARrIzWvB/kCsisVVHYRRLZTqjnVkiGoVqy4LnRstEABrNAY5N/7w4gkIRWacKxUz0Gx9lIsNSOcznL9RNEYkwke0Z6hAodUeeni0Bk8M8oQBpE0JTRcqN8nUhwqNQ190xliPVa/vbn4l9dLdHDhpUzEiaaCLBcFCYc6gvOv4ZBJSjSfGoKJZOZWSMZYYqJNNjkTwten8H/SLtpO2Xab5UL9chVHFpyAU3AOHFAFdXADGqAFCKDgATyBZ+vOerRerNdla8ZazRyDH7DePgECDY0Y</latexit>

LQ

<latexit sha1_base64="XXcswgcs1U+DxxYaDJPCp2IeQVo=">AAAB7HicdVDLSgMxFM3UV62vqks3wSK4GpI+rMuiGxcuWnDaQjuUTJppQzOZIckIZeg3uHGhiFs/yJ1/Y/oQVPTAhcM593LvPUEiuDYIfTi5tfWNza38dmFnd2//oHh41NZxqijzaCxi1Q2IZoJL5hluBOsmipEoEKwTTK7nfueeKc1jeWemCfMjMpI85JQYK3m3g6w1GxRLyMW4VkcViNwKLqMytuSiXq5VMcQuWqAEVmgOiu/9YUzTiElDBdG6h1Fi/Iwow6lgs0I/1SwhdEJGrGepJBHTfrY4dgbPrDKEYaxsSQMX6veJjERaT6PAdkbEjPVvby7+5fVSE176GZdJapiky0VhKqCJ4fxzOOSKUSOmlhCquL0V0jFRhBqbT8GG8PUp/J+0yy6uurVWtdS4WsWRByfgFJwDDOqgAW5AE3iAAg4ewBN4dqTz6Lw4r8vWnLOaOQY/4Lx9AgnEjts=</latexit>

0
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Finding the optimal !  

¥ Optimal    = smallest    s.t. 

14

�

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

0

D

<latexit sha1_base64="ds7ETlYeTEL5BfrlP8Apdww5mso=">AAAB6HicdVDLSgMxFM3UV62vqks3wSK4GjJtp7W7oi5ctmAf0A4lk2ba2ExmSDJCGfoFblwo4tZPcuffmD4EFT1w4XDOvdx7jx9zpjRCH1ZmbX1jcyu7ndvZ3ds/yB8etVWUSEJbJOKR7PpYUc4EbWmmOe3GkuLQ57TjT67mfueeSsUicaunMfVCPBIsYARrIzWvB/kCsisVVHYRRLZTqjnVkiGoVqy4LnRstEABrNAY5N/7w4gkIRWacKxUz0Gx9lIsNSOcznL9RNEYkwke0Z6hAodUeeni0Bk8M8oQBpE0JTRcqN8nUhwqNQ190xliPVa/vbn4l9dLdHDhpUzEiaaCLBcFCYc6gvOv4ZBJSjSfGoKJZOZWSMZYYqJNNjkTwten8H/SLtpO2Xab5UL9chVHFpyAU3AOHFAFdXADGqAFCKDgATyBZ+vOerRerNdla8ZazRyDH7DePgECDY0Y</latexit>

LQ

<latexit sha1_base64="XXcswgcs1U+DxxYaDJPCp2IeQVo=">AAAB7HicdVDLSgMxFM3UV62vqks3wSK4GpI+rMuiGxcuWnDaQjuUTJppQzOZIckIZeg3uHGhiFs/yJ1/Y/oQVPTAhcM593LvPUEiuDYIfTi5tfWNza38dmFnd2//oHh41NZxqijzaCxi1Q2IZoJL5hluBOsmipEoEKwTTK7nfueeKc1jeWemCfMjMpI85JQYK3m3g6w1GxRLyMW4VkcViNwKLqMytuSiXq5VMcQuWqAEVmgOiu/9YUzTiElDBdG6h1Fi/Iwow6lgs0I/1SwhdEJGrGepJBHTfrY4dgbPrDKEYaxsSQMX6veJjERaT6PAdkbEjPVvby7+5fVSE176GZdJapiky0VhKqCJ4fxzOOSKUSOmlhCquL0V0jFRhBqbT8GG8PUp/J+0yy6uurVWtdS4WsWRByfgFJwDDOqgAW5AE3iAAg4ewBN4dqTz6Lw4r8vWnLOaOQY/4Lx9AgnEjts=</latexit>

0

!

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

!

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

L Q < 0

<latexit sha1_base64="mpknyYOloWobQ3Zqvq4rHWOCjKI=">AAAB8HicbVA9SwNBEJ2LXzF+RS1tFoNgFe4kQQuLoI2FRQLmQ5Ij7G32kiW7e8funhCO/AobC0Vs/Tl2/hs3yRWa+GDg8d4MM/OCmDNtXPfbya2tb2xu5bcLO7t7+wfFw6OWjhJFaJNEPFKdAGvKmaRNwwynnVhRLAJO28H4dua3n6jSLJIPZhJTX+ChZCEj2Fjp8b6fNqboGrn9Ysktu3OgVeJlpAQZ6v3iV28QkURQaQjHWnc9NzZ+ipVhhNNpoZdoGmMyxkPatVRiQbWfzg+eojOrDFAYKVvSoLn6eyLFQuuJCGynwGakl72Z+J/XTUx45adMxomhkiwWhQlHJkKz79GAKUoMn1iCiWL2VkRGWGFibEYFG4K3/PIqaV2UvUq52qiUajdZHHk4gVM4Bw8uoQZ3UIcmEBDwDK/w5ijnxXl3PhatOSebOYY/cD5/AGFwj3w=</latexit>

Keep adversariality while minimizing distortion

optimal !  
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Finding the optimal !

¥ Optimal    = smallest    s.t.  

¥ We compute and sort all values of    that make a       
swap from           to           and vice-versa 

¥ Optimal    found in less than             steps of binary 
search    

15

!

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

!

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

L Q < 0

<latexit sha1_base64="mpknyYOloWobQ3Zqvq4rHWOCjKI=">AAAB8HicbVA9SwNBEJ2LXzF+RS1tFoNgFe4kQQuLoI2FRQLmQ5Ij7G32kiW7e8funhCO/AobC0Vs/Tl2/hs3yRWa+GDg8d4MM/OCmDNtXPfbya2tb2xu5bcLO7t7+wfFw6OWjhJFaJNEPFKdAGvKmaRNwwynnVhRLAJO28H4dua3n6jSLJIPZhJTX+ChZCEj2Fjp8b6fNqboGrn9Ysktu3OgVeJlpAQZ6v3iV28QkURQaQjHWnc9NzZ+ipVhhNNpoZdoGmMyxkPatVRiQbWfzg+eojOrDFAYKVvSoLn6eyLFQuuJCGynwGakl72Z+J/XTUx45adMxomhkiwWhQlHJkKz79GAKUoMn1iCiWL2VkRGWGFibEYFG4K3/PIqaV2UvUq52qiUajdZHHk4gVM4Bw8uoQZ3UIcmEBDwDK/w5ijnxXl3PhatOSebOYY/cD5/AGFwj3w=</latexit>

!

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>

q(j )

<latexit sha1_base64="BbIb3FLFvdaCZrfxmeb4hvz2HGI=">AAAB63icbVBNSwMxEJ31s9avqkcvwSLUS9mVih6LXjxWsB/QLiWbZtvYJLsmWaEs/QtePCji1T/kzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dlZW19Y3Ngtbxe2d3b390sFhS0eJIrRJIh6pToA15UzSpmGG006sKBYBp+1gfJP57SeqNIvkvZnE1Bd4KFnICDaZ9Fh5OOuXym7VnQEtEy8nZcjR6Je+eoOIJIJKQzjWuuu5sfFTrAwjnE6LvUTTGJMxHtKupRILqv10dusUnVplgMJI2ZIGzdTfEykWWk9EYDsFNiO96GXif143MeGVnzIZJ4ZKMl8UJhyZCGWPowFTlBg+sQQTxeytiIywwsTYeIo2BG/x5WXSOq96terFXa1cv87jKMAxnEAFPLiEOtxCA5pAYATP8ApvjnBenHfnY9664uQzR/AHzucPan6N1g==</latexit>

q+ (j )

<latexit sha1_base64="4e+UXe+bCtaXlWAloVOecAcUkio=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahIpRdqeix6MVjBfsB7VqyadqmzSZrkhXK0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBRFn2rjut5NZWV1b38hu5ra2d3b38vsHdS1jRWiNSC5VM8CaciZozTDDaTNSFIcBp41gdDP1G09UaSbFvRlH1A9xX7AeI9hYqf74cFYcnnbyBbfkzoCWiZeSAqSodvJf7a4kcUiFIRxr3fLcyPgJVoYRTie5dqxphMkI92nLUoFDqv1kdu0EnVili3pS2RIGzdTfEwkOtR6Hge0MsRnoRW8q/ue1YtO78hMmothQQeaLejFHRqLp66jLFCWGjy3BRDF7KyIDrDAxNqCcDcFbfHmZ1M9LXrl0cVcuVK7TOLJwBMdQBA8uoQK3UIUaEBjCM7zCmyOdF+fd+Zi3Zpx05hD+wPn8AYbijnM=</latexit>

q! (j )

<latexit sha1_base64="AdaowryjTNge6d3Nr+CljckEsgY=">AAAB7XicbVBNTwIxEJ3FL8Qv1KOXRmKCB8muweiR6MUjJvKRwEq6pUCh265t14Rs+A9ePGiMV/+PN/+NBfag4EsmeXlvJjPzgogzbVz328msrK6tb2Q3c1vbO7t7+f2DupaxIrRGJJeqGWBNORO0ZpjhtBkpisOA00Ywupn6jSeqNJPi3owj6oe4L1iPEWysVH98OCsOTzv5gltyZ0DLxEtJAVJUO/mvdleSOKTCEI61bnluZPwEK8MIp5NcO9Y0wmSE+7RlqcAh1X4yu3aCTqzSRT2pbAmDZurviQSHWo/DwHaG2Az0ojcV//Naseld+QkTUWyoIPNFvZgjI9H0ddRlihLDx5Zgopi9FZEBVpgYG1DOhuAtvrxM6uclr1y6uCsXKtdpHFk4gmMoggeXUIFbqEINCAzhGV7hzZHOi/PufMxbM046cwh/4Hz+AInwjnU=</latexit>

log2(n)

<latexit sha1_base64="zJ8EU1JEP57on+h+q3Sf8TH4Cqs=">AAAB8nicbVBNSwMxEM3Wr1q/qh69BItQL2W3VPRY9OKxgv2A7VKyabYNzSZLMiuUpT/DiwdFvPprvPlvTNs9aOuDgcd7M8zMCxPBDbjut1PY2Nza3inulvb2Dw6PyscnHaNSTVmbKqF0LySGCS5ZGzgI1ks0I3EoWDec3M397hPThiv5CNOEBTEZSR5xSsBKfl+o0SCrz6ryclCuuDV3AbxOvJxUUI7WoPzVHyqaxkwCFcQY33MTCDKigVPBZqV+alhC6ISMmG+pJDEzQbY4eYYvrDLEkdK2JOCF+nsiI7Ex0zi0nTGBsVn15uJ/np9CdBNkXCYpMEmXi6JUYFB4/j8ecs0oiKklhGpub8V0TDShYFMq2RC81ZfXSade8xq1q4dGpXmbx1FEZ+gcVZGHrlET3aMWaiOKFHpGr+jNAefFeXc+lq0FJ585RX/gfP4Aon+Q1g==</latexit>

!

<latexit sha1_base64="87p802AjPb7Cs/EP/Opj7RaGDGU=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7l/Wrh8ta47aoowwncArn4ME1NOAemtACCmN4hld4c1LnxXl3PhbRklPMHMMfOJ8/P12PhQ==</latexit>
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Detecting adversarial samples

¥ Adversarial samples are imperceptible for a human!
but they are still statistically detectable ! 

¥ Steganalysis: detection of hidden messages 
through statistical anomalies 

¥ Steganalysis detectors: SRM, SCRMQ1 (+ Linear 
classifier) and SRNet (DNN binary classifier)

16MMForWILD 2021



Detectors
¥ SRM: Spatial Rich Model: feature vector of 

dimension 34,671. Only one channel     used on 
luminance of the sample  

¥ SCRMQ1: Color version of SRM: feature vector of 
dimension 18,157. On all 3 channels 

¥ SRNet: DNN trained over 180 epochs 

¥ Detectors trained on 15,651 pairs of images (original 
+ adversarial sample crafted with best-effort FGSM)

MMForWILD 2021 17



Detection Results

¥ True Positive Rate over 1000 test images for False 
Positive Rate = 5% 

¥ 4 attacks (FGSM, PGD and C&W quantized with 
post-processing, DDN natively quantized)

MMForWILD 2021 18

Average L2 distortion



Detection Results

¥ Adversarial samples optimized with L2 Distortion 
are highly detectable 

¥ Even if trained of a basic FGSM attack, detectors 
generalize well to finer attacks 
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Detection Results

¥ Adversarial samples optimized with L2 Distortion 
are highly detectable 

¥ Even if trained of a basic FGSM attack, detectors 
generalize well to finer attacks  

¥ Idea: We can use steganographic embedding 
strategies to quantize our image

MMForWILD 2021 19



Steganographic Cost

¥ To each pixel   is associated a weight       reflecting 
the detectability of modifying   by a quantum   

¥ usually  

¥ The total steganographic cost is wi (li )
i=1

n

!

i w(l )
li

w(l ) = w(! l )

w(0) = 0

|l1 |>| l2 |" w(| l1 |) > w(| l2 |)
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Costs and quantization

¥ Distortion is replaced by stega cost in the 
lagrangian formulation
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Costs and quantization

¥ Distortion is replaced by stega cost in the 
lagrangian formulation 

¥ Costs: HILL computed using two low-pass filters 

¥ naive and simple 

¥ but only for a modification of ±1
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Costs and quantization

¥ Distortion is replaced by stega cost in the 
lagrangian formulation 

¥ Costs: HILL computed using two low-pass filters!
!
           MiPod computed through estimated variance 
with Wiener filtering 

¥ more complex 

¥ handles modifications others than ±1

MMForWILD 2021 21



Costs and quantization

¥ Distortion is replaced by stega cost in the 
lagrangian formulation 

¥ Costs: HILL computed using two low-pass filters!
!
           MiPod computed through estimated variance 
with Wiener filtering 

¥ GINA : quantization strategy using MiPod costs

MMForWILD 2021 21



GINA strategy

¥ The image is divided in 12 lattices (4 per color 
channel) 

MMForWILD 2021

First channel (Green) First lattice
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GINA strategy

¥ The image is divided in 12 lattices (4 per color 
channel) 
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First channel (Green) Second lattice
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GINA strategy

¥ The image is divided in 12 lattices (4 per color 
channel) 
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First channel (Green) Third lattice
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GINA strategy

¥ The image is divided in 12 lattices (4 per color 
channel) 
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First channel (Green) Fourth lattice
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GINA strategy

¥ The image is divided in 12 lattices (4 per color 
channel) 

¥ Each lattice is quantized so it contributes to 1/12 of 
the initial     (at       )  

MMForWILD 2021

LQ
λ = 0
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GINA strategy

¥ The image is divided in 12 lattices (4 per color 
channel) 

¥ Each lattice is quantized so it contributes to 1/12 of 
the initial     (at       )   

¥ After each lattice is quantized, costs are 
recomputed and updated with CMD1 strategy 
favoring same modifications in a neighbourhood 

MMForWILD 2021

LQ
λ = 0

1: A strategy of clustering modiÞcation directions in spatial image steganography, Li et al. 2015
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Detection results (bis)
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Detection results (bis)

MMForWILD 2021

degree of liberty: maximum distortion = 

Van = EfficientNet-b0 (vanilla) 
Rob = EfficientNet-b0 with adversarial training (robust)

23
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Detection results (bis)
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GINA is significantly harder to detect



Detection results (bis)
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GINA is significantly harder to detect
Rob is significantly harder to fool



Detection results (bis)
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GINA is significantly harder to detect
Rob is significantly harder to fool
SRNet outperforms SCRMQ1 



Conclusion

¥ We explored detectors from steganalysis to detect 
adversarial samples with succes 

¥ SRNet is in most cases the best detector 

We explored strategies for less detectable adversarial through 
quantization strategy 

GINA offers less detectability at the cost of a lot more distortion 

However scanning through the 1000 test images, none had 
visible artifacts
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Conclusion

¥ We explored detectors from steganalysis to detect 
adversarial samples with succes 

¥ SRNet is in most cases the best detector 

¥ We explored strategies for less detectable adversarial 
samples through quantization 

¥ GINA offers less detectability at the cost of a lot more 
distortion 

¥ However scanning through the 1000 test images, none had 
visible artifacts
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